6’ GRAITEC

POSTUP PRO NASTAVENI SSO




G’ GRAITEC

Obsah
Lo S@ZNAM TP <o et b et sttt sh e st et st e e bt e b nnes 3
2. ZAAOSE 0 SSO wouceuirirrinirieeei ettt 3
3. Nastaveni AUTOAEsK SSO V IAP ..ottt e 4
I T o1 o OO SRR STUPTURPPRORON 4
5. Nastaveni teStOVACH SKUPINY ..ccccuiiiiieeeiieeciee e eee ettt e e steeeaae e s e e e ae e e s teeesseeesseeesnseeennneeas 6
Y o 1V 1 =T o T3] LRSS 7
7. DEAKEIVACE SSO ...ttt ettt ettt st sttt et e h et s e e s bt b n e neennee 8

POSTUP PRO NASTAVENI SSO Stranka 2z 8



G’ GRAITEC

1. Seznam IdP

Sluzba Autodesk SSO pracuje na protokolu Security Assertion Markup Language (SAML) 2.0 a
podporuje nasledujici identity providery (IdP):

e Active Directory Federation Service (ADFS)
e Microsoft Azure

¢ Okta
*  Onelogin
* PingOne

¢ PingFederate

2. Zadost 0 SSO

Pfed samotnym procesem doporucujeme pfifadit roli SSO adminstratora osobé, ktera ma pfristup k
nastaveni IdP. Dale povolte SAML na doménu spolecnosti v IdP. Veskera nize uvedena nastaveni
mUze provadét primarni nebo SSO administrator.

2.1. V ¢asti User Management (Sprava uZivatel() zvolte By User (Podle uZivatele).

2.2.V pravé ¢asti obrazovky zvolte Team Settings.

2.3. Pod moZnosti zmény ndzvu je zobrazena moznost pfesmérovani na administracni stranku
SSO.

{\ AUTODESK. ACCOUNT 20 @

Home

« Settings for

Products and Services

Plan: Premium Premium benefits
Team:

Rename
q  User Management

Z Single sign-on (S50)

Billing and Orders SS0 requires users to securely sign in to Autodesk products and services with their enterprise credentials. If SSO is not configured, each
user must sign in with a unique Autodesk ID and password.

setupsso [F

Contracts

Reporting

2.4. Po prechodu na administracni stranku se zobrazi moznost pozadani o integraci SSO.
2.5. Vyplnite poZadované informace o spole¢nosti a administratorech.
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Request SSO Integration

Fill the request form for your email domains to be provisioned for SSO Integration
Company name

Autodesk

Email domains

tinkercad.com, autodesk.com
Comma-separated list of valid domains

Primary administrators o

SSO administrators €

3. Nastaveni Autodesk SSO v IdP
3.1. Postup pro vyse zminéné IdP naleznete na tomto odkaze.
http://help.autodesk.com/view/SSOGUIDE/ENU/

4. Testovani
Jakmile je nastavené IdP, je nutné otestovat spojeni.

4.1. Kliknutim na zelené tlacitko vedle ndzvu domény spustite test.

.Con@ M save | & Manage User

4.2. Prihlaste se ke korporatnimu Uctu. (Zobrazeni prihlasovaci obrazovky se mize lisit.)
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Sign On

USERNAME

ad

PASSWORD

4.3. Zobrazi se tabulka s vysledky spojeni.

Test Connection Result

Connection Status : Success

Property Value Message
First Name SSO Success
Last Name Admin Success
Email Address | ssoadmin@oZ2ad.com Success
Object GUID WYIACT7ktsOuOLfChKNhUZQ== | Success

4.4. Pokud je spojeni kompletné Uspésné, lze prejit k dalsSimu kroku.
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5. Nastaveni testovaci skupiny
Nyni vytvofrite testovaci skupinu uZivateld, kterd bude mit predbézny pfistup k SSO. VSichni
uzivatelé jiz musi mit predem vytvoreny Autodesk Ucet. V této skupiné muze byt aZz 30 uZivateld,
ktefi otestuji kazdodenni funkénost SSO. Dulezité je nepridavat administratorsky Géet do tohoto
seznamu, zamezite tim pripadnym komplikacim.

5.1. Na administratorské strance SSO kliknéte na tlacitko Manage Test Users.

com u M save | & Manage User | G Configure

5.2. Do pole Add mail address zadejte e-mail uZivatele, ktery bude testovat SSO, a kliknéte na
Add.

Manage Test Users A

L0m

Lom

Lom

5.3. Proces opakujte, dokud nebudete mit zadané vsechny e-mailové adresy testovacich
uzivateld.
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6. Spusténi SSO

Pokud je testovani v poradku, je mozné uvolnit SSO pro vSechny uZivatele.

6.1. Na administratorské strance SSO zaskrtnéte policko Automatically add new users and apply
global access settings on sign in*, tim umozZnite vSem uZivatelim ve spole¢nosti pristup
pomoci SSO.

6.2. Zaskrtnéte policko Enable this connection.

-

¥ Enable this connection

¥ Automatically add new users and apply global access settings on sign in

6.3. Prectéte si informace tykajicich se dopadu SSO. Je-li vSe jasné, zaskrtnéte veskera policka a
kliknéte na Enable.

Enable connection X

Please read carefully before enabling

Make sure that you understand the implications before confirming:

All critical products and workflows have to tested using SS0O
This action will permanently enable the sampledomain.com domain connection
Make sure you have tested the connection to be working correctly before proceeding.

Identity provider takes effect immediately

Current Autodesk accounts registered with sampledomain.com email address will be immediately switched to
signing in through your identity provider.
Please ensure your users are well-communicated about the change.

My sign in method may be impacted

When the connection is enabled, my account may be impacted by the change and 1 may require to sign in
through my identity provider going forward.

Cancel

* Chcete-li, aby jen néktefi uzivatelé méli pristup pomoci SSO. Nechte policko prazdné a poslete
seznam uzivateld, ktefi maji mit pfistup, do spole¢nosti Autodesk.

Nyni je SSO spusténo. DllezZita je zminit, Ze jakmile je SSO spusténo, neni mozné, aby ho uZivatel
sam deaktivoval.
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7. Deaktivace SSO

Pokud nastanou potize pfi pfihlasovani pomoci SSO, je nutné kontaktovat podporu spolecnosti
Autodesk s uvedenim divodu. Doplnite informace o G¢tu, doméné a z jakého divodu Zadate o
deaktivaci SSO.
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